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Introduction

There were three questions that we were asked to answer definitively. They are as follows:

1. Does Tinyboard have a visitors [sic] table?
2. Does Tinyboard issue session ids to clients?
3. Does Tinyboard track user activity in any way?

The analysis was done on the code found at the URL: https://github.com/savetheinternet/Tinyboard The
revision analyzed the commit bO0babb3323def8821330cb3b80166dbc1858celf committed on
Jul 8, 2014. This version of the repo contains 687 files in 71 folders. This project appears to be
abandoned as there haven’t been any commits to the project in many years.

In answering the questions below the software was analyzed and a copy of the system was set up in a
sandboxed environment (Docker). The traffic going back and forth between the code and the browser
was analyzed, and a deeper analysis of the source code was employed if there were questions about
what data was going to/from the site.

Answers to Questions

Question #1 — Does Tinyboard have a visitors [sic] table?

The answer is no, there is no visitors table in the Tinyboard MySQL database schema. In addition, as far
as can reasonably be determined, the Tinyboard code does not in any way record a visit to posts. Some
IP addresses are recorded in various circumstances, but these actions require more interaction than a
typical visitor would likely encounter. More details about these tables can be found in the answer to
question #3.

In figure 1 below there is no table named visitors that exists in the schema for the Tinyboard database.
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Figure 1 — The MySQL database schema for Tinyboard

Question #2 — Does Tinyboard issue session ids to clients?

No, visits to posts in a board on a site running Tinyboard are not issued a session id. If you are simply a
visitor and not attempting to access the site as a moderator, then there are no dynamic scripts that run.
The boards that are created generate static HTML. There are also no calls from JavaScript to attempt to

track anything for the site. As these pages are not PHP pages, they do not generate a session id, nor are
any cookies set to that effect.

Some values are saved into the browser's local storage which includes password, name, and email, but
these are not sent back to the server.




As described in Question #3, activities other than simply visiting the content will issue a session id,
cookies to help track users’ data, and their IP address could be recorded in the database.
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Figure 2 — Tinyboard Files — Note the “b” and “home” directories are not part of the original source
code. These are the boards that are created after installation
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Figure 3 — Tinyboard Board Files — When a board is created or added to, it generates a folder that
includes the index.html file which is what the browser is going to consume when visiting the board.

Question #3 — Does Tinyboard track user activity in any way?
While normal activity is not tracked, there are certain conditions in which an IP address is recorded to a
database table. The tables and their inferred purpose are below:

bans — This table records temporary and permanent IP address range bans

ip notes —This table is a place where moderators can keep notes on various IP addresses

modlogs — This table is for moderators to make notes. The moderator’s IP address is logged.

mutes — This table is to keep track of the number of mute actions per IP address over a given

time. This is helpful to detect robots and prevent spam posts.

5. reports —This table is used to record reports of abuse. The reporter’s IP address is saved in
this table.

6. flood—Thistableis used as a method to record the rate at which posts from an IP address are

posted.
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Additionally, there is no other storage mechanism in which this data is persisted as part of this code.



The only way for your information to be tracked by the remote server is for an activity that involves
more than simply viewing posts on a Tinyboard board, as listed above.

Summary

Tinyboard does not track visits to any of the pages unless the participation goes beyond simply visiting
the site — e.g. logging into the mod(.php) (moderator) functions of the website.

| hereby certify that the above is true, correct, and complete to the best of my knowledge.

Nathan Zaugg

Mindfire Technology
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